Arabian Journal of Business and Management Review (Kuwait Chapter), 14(3),2025,117-124
ISSN: 2617-3018
E Open Access Journal

Arabian Journal of Business and
Management Review (Kuwait Chapter)

omepage: www.j.arablanjomr.com

Arabian ] Bus Manag Review
Kuviail Chapter

A comprehensive three-tier response framework for
preventing workplace violence against security officers and
mitigating post-traumatic stress disorder in south African

state-owned enterprises

Dr. Remone Govender

Senior Manager Eskom Group Security, Eskom Holdings SOC Ltd, South Africa. Email: remone19@gmail.com

ABSTRACT

This phenomenological inquiry examines the escalating workplace violence experienced by security
personnel within South African state-owned enterprises (SOEs) and proposes an evidence-based
three-tier intervention framework. Through in-depth interviews with 18 purposively selected
participants, including frontline security officers from Eskom, Transnet, and Denel, this study reveals
that 78% of security personnel encounter workplace violence annually, with 34% manifesting clinical
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symptoms consistent with post-traumatic stress disorder. The research, grounded in situational crime
prevention theory and stress-vulnerability models, demonstrates that systematic implementation of
the proposed framework could potentially reduce violent incidents by 65% while simultaneously
enhancing officer psychological well-being and operational effectiveness. These findings contribute to

the limited body of scholarship addressing occupational violence in developing economic contexts and
provide actionable recommendations for safeguarding personnel protecting South Africa's critical

infrastructure assets valued at R1.2 trillion.
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1. INTRODUCTION

South Africa's state-owned enterprises constitute critical
components within the national infrastructure network, yet these entities
have increasingly transformed into venues of violent confrontation where
security personnel encounter exceptional occupational hazards. Major
SOEs, including Eskom, Transnet, South African Airways, Denel, and the
South African Post Office, collectively employ more than 180,000
individuals while managing assets that exceed R1i.2 trillion in value
(National Treasury, 2023, p. 45). Their strategic significance, however, has
positioned them as primary targets for organised criminal networks
engaged in copper theft, infrastructure vandalism, and systematic sabotage
activities. Crime statistics released by the South African Police Service
(2023, pp. 12-15) document a concerning 47% increase in crimes directed
at SOE infrastructure during the period 2020-2023, with security officers
frequently experiencing the most severe impacts of violent confrontations
with criminal syndicates. These encounters generate not only immediate
physical harm but also inflict severe psychological trauma that affects both
individual well-being and organisational functioning, thereby
compromising operational effectiveness and institutional stability. Prior
research conducted by the author focused on cable theft prevention at
Eskom and revealed the sophisticated development of criminal
methodologies, demonstrating how organized syndicates systematically
identify infrastructure vulnerabilities while deliberately intimidating
security personnel through violent means (Govender, 2017a, pp. 67-84).
This earlier investigation emphasised the critical requirement for
comprehensive interventions addressing both crime prevention and officer
welfare, a gap that systematic academic inquiry into violence prevention
strategies specifically designed for SOE environments has not yet
adequately addressed.

2. LITERATURE REVIEW

2,1 Occupational Violence in Security Work: International
Perspectives
The security profession consistently demonstrates elevated risk
profiles for workplace violence exposure globally, characterised by
increased vulnerability to workplace violence and associated psychological
consequences. According to Johnson and Williams (2022, pp. 445-463),
whose comprehensive meta-analysis examined 47 studies across 23

countries, security officers experience workplace violence at rates 4.7 times
higher than observed in the general workforce. This elevated risk profile
emerges from multiple occupational characteristics, including public
interaction responsibilities, authority enforcement functions, and regular
exposure to high-risk environments where criminal activity concentrates.
European longitudinal investigations have contributed particularly
valuable insights regarding the psychological consequences of
occupational violence. Anderson et al. (2021, pp. 123-138) conducted
tracking studies of 1,200 security officers across eight European Union
member states over a five-year duration, documenting that 42%
experienced a minimum of one violent incident annually, with 28%
subsequently manifesting symptoms consistent with post-traumatic stress
disorder. These findings emphasise the critical importance of early
intervention protocols and comprehensive organisational support systems
in reducing long-term psychological harm. Research attention to security
officer welfare within African contexts has remained limited, though
available evidence suggests risk profiles that exceed those documented in
developed economies. The examination of security challenges in West
African infrastructure projects by Okafor and Mbeki (2020, pp. 123-139)
identified systemic vulnerabilities including inadequate training protocols,
substandard protective equipment, and insufficient psychological support
mechanisms. These findings align with observations from the author's
previous research examining disciplinary problems among security officers
in KwaZulu-Natal, where organisational failures created conditions
facilitating both criminal exploitation and officer vulnerability (Govender,
2017¢).
2,2 State-Owned Enterprises and Security Vulnerabilities
State-owned enterprises globally confront distinctive security
challenges that differentiate them from private sector entities. Their
strategic national importance, extensive infrastructure footprints, and
frequent budget constraints create unique vulnerability profiles that
criminal organizations systematically exploit. Thompson and Lee's (2023)
comparative analysis of security incidents across 150 SOEs in 25 countries
identified recurring vulnerabilities: remote facility locations, valuable
portable assets, inadequate perimeter security, and insufficient guardian
presence during off-peak hours.These challenges are particularly acute in
developing economies where resource limitations intersect with elevated
ambient crime rates. South African SOEs operate within an exceptionally
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hostile environment characterised by high violent crime rates, profound
economic inequality, and deteriorating infrastructure maintenance. The
Department of Public Enterprises' 2023 Security Review documented
2,847 security incidents across major SOEs in 2022, resulting in R4.2
billion in direct losses and R12.8 billion in indirect economic impacts
through service disruptions and infrastructure damage. The researchers
previous research on cable theft prevention at Eskom revealed how
criminal syndicates exploit these systemic vulnerabilities through
sophisticated operations that deliberately target security personnel
(Govender, 2017a). Transnet's experience illustrates the severity of these
challenges, reporting 3,586 cable theft incidents in 2022, with security
officers encountering violence in 34% of cases (Transnet, 2023). Similarly,
Eskom documented 1,942 infrastructure attacks, with 127 security officers
requiring medical treatment for injuries sustained during confrontations
with perpetrators. These statistics underscore the urgent necessity for
comprehensive security interventions that prioritize personnel protection
alongside asset safeguarding.

2.3 Theoretical Frameworks for Violence Prevention

2.3.1 Situational Crime Prevention Theory

Situational crime prevention theory (Clarke, 1997) provides a robust
analytical framework for understanding how environmental modifications
can systematically reduce criminal opportunities. Clarke's taxonomy
delineates 25 specific techniques organised under five overarching
strategies: increasing the perceived effort required to commit crimes,
enhancing the perceived risks of detection and apprehension, reducing
anticipated rewards from criminal activity, minimizing provocations that
trigger criminal behaviour, and removing excuses that rationalise criminal
conduct. The researcher’s examination of human risk factors in physical
protection systems at Eskom demonstrated how criminal organisations
systematically probe for vulnerabilities in both technological and human
security elements (Govender, 2020). This research revealed that effective
crime prevention requires integrated approaches that address
environmental design, technological capabilities, and human factors
simultaneously. Recent applications of situational crime prevention
principles in infrastructure security contexts have demonstrated
considerable effectiveness when properly implemented and sustained over
time (Garcia & Rodriguez, 2022).

2.3.2 Routine Activities Theory

Routine activities theory (Cohen & Felson, 1979) complements
situational crime prevention by explaining criminal events through the
convergence of three essential elements: motivated offenders, suitable
targets, and the absence of capable guardians. Within SOE contexts,
valuable infrastructure components serve as attractive targets, while
remote locations and insufficient security presence create guardian
absence. The researchers previous research on cable theft prevention
research documented how criminal syndicates systematically map routine
activities patterns to identify optimal attack windows when guardian
presence is minimal (Govender, 2017a). Understanding these convergence
patterns enables targeted interventions that disrupt the spatio-temporal
alignment necessary for criminal events to occur. However, my research on
disciplinary problems among security officers revealed how organisational
failures can compromise guardian effectiveness even when physical
presence is maintained (Govender, 2017c).

2.4 Psychological Resilience and Trauma Response

The stress-vulnerability model (Zubin & Spring, 1977) and
subsequent psychological resilience theory (Bonanno, 2004) provide
essential insights into individual differences in trauma response
trajectories. Bonanno's longitudinal research identified four distinct
response patterns: resilience (maintaining stable functioning), recovery
(temporary disruption followed by gradual improvement), chronic
dysfunction (persistent impairment), and delayed dysfunction (initially
stable functioning followed by deterioration). Factors influencing these
differential outcomes include pre-existing psychological vulnerabilities,
social support networks, individual coping strategies, and the timing and
quality of post-incident interventions. These insights inform the
development of tailored support mechanisms that enhance individual
resilience while providing targeted assistance for those exhibiting
vulnerability indicators.

2.5 Post-Traumatic Stress Disorder in Occupational Contexts
Post-traumatic stress disorder represents a significant occupational
hazard for security personnel, with prevalence rates substantially
exceeding those observed in general populations. Meta-analytic research
indicates that security officers experience PTSD at rates between 15-25%,
compared to 3-4% in civilian populations (Smith et al., 2021). Risk factors
for PTSD development include repeated trauma exposure, perceived life
threat during incidents, injury severity, inadequate social support, and
insufficient post-incident organisational response. Recent neuroscientific

research has advanced understanding of PTSD development mechanisms
and intervention opportunities. Miller and Chen's (2022) neuroimaging
studies demonstrate that early intervention within 72 hours of trauma
exposure can reduce PTSD likelihood through neuroplasticity-based
mechanisms that prevent maladaptive neural pathway consolidation.
These findings underscore the critical importance of immediate post-
incident support protocols. Within the South African context, research on
occupational PTSD remains limited, though available evidence suggests
elevated prevalence rates attributable to high ambient violence levels.
Zungu and Patel's (2021) study of security personnel in Gauteng Province
documented PTSD rates of 31%, compared to 18% among police officers
and 12% among paramedics. These findings highlight the acute
vulnerability of security workers within the South African context and the
urgent need for targeted interventions.

3. METHODOLOGY

3.1 Research Design and Philosophical Framework

This investigation utilised a qualitative phenomenological
methodology to examine the lived experiences of security officers
confronting workplace violence within South African state-owned
enterprises. The phenomenological tradition, originating in Husserl's
philosophical work and subsequently developed by Heidegger, attempts to
understand the fundamental nature of human experience through
systematic examination of consciousness and meaning-making processes
(Creswell, 2018, pp. 78-85). The researcher's comprehensive 28-year
background in corporate security and risk management, encompassing
senior leadership roles at Eskom and Telkom, provided distinctive
methodological advantages while simultaneously creating potential
challenges requiring careful reflexive consideration (Finlay, 2002, pp. 209-
230). As Dwyer and Buckle (2009, pp. 54-63) observe, insider researchers
possess comprehensive knowledge of organizational cultures, informal
power structures, and contextual nuances that external researchers
frequently cannot access. During the researcher's service as Officer
Security at Eskom (2010-2015), direct observation of infrastructure attack
escalation and their profound psychological impact on frontline personnel
provided experiences that informed both theoretical sensitivity and
analytical framework development. Interpretive phenomenological
analysis (Smith et al., 2009, pp. 79-107) served as the specific
methodological framework, emphasizing the dual hermeneutic process
through which researchers attempt to understand participant meaning-
making processes regarding their experiences. This approach
demonstrated appropriateness for exploring the complex psychological
and operational impacts of workplace violence, as it prioritises participant
perspectives while acknowledging the researcher's interpretive role in
understanding construction. The researcher's professional background
facilitated rapport development with participants, as Unluer (2012, pp. 1-
14) argues that shared experiential foundations enable deeper disclosure
and more authentic narrative development. However, this insider status
required rigorous reflexive practices to manage potential biases and
preconceptions (Berger, 2015, pp. 219-234). Throughout the research
process, the researcher maintained a reflexive journal documenting
emotional responses, theoretical assumptions, and interpretive decisions,
consistent with Ortlipp's (2008, pp. 695-705) recommendations for
ensuring analytical transparency in phenomenological inquiry.

3.2 Participant Selection and Sample Characteristics

Purposive, criterion-based sampling was employed to identify
information-rich participants capable of providing detailed insights into
workplace violence experiences. The researcher established professional
networks within SOE security divisions facilitated access to participants
who might otherwise be reluctant to discuss sensitive experiences with
external researchers (Corbin Dwyer & Buckle, 2009). During the
researcher’s previous role as Security Manager at Telkom (2008-2010), he
developed trusting relationships with security personnel across multiple
SOEs, relationships that proved invaluable for participant recruitment
while requiring careful ethical navigation to avoid coercion (Breen, 2007).
The final sample comprised 18 participants selected based on specific
inclusion criteria designed to ensure both experiential depth and analytical
breadth. This sample size aligns with recommendations by Smith et al.
(2009) for phenomenological studies, where smaller samples permit the
intensive idiographic analysis necessary for understanding lived
experience complexity. The researcher’s knowledge of SOE organisational
structures and high-risk facilities enabled strategic sampling across
entities with varying threat profiles and security protocols, enhancing the
analytical richness of the dataset (Patton, 2015).

Frontline Security Officers (n=12):
e  Eskom: 5 participants (ESO1-ESO5).
e  Transnet: 4 participants (TSO1-TSO4).
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e Denel: 3 participants (DSO1-DSO3).
Security Managers (n=6):

®  Minimum five years SOE experience.
e  Supervisory responsibility for personnel exposed to violence.

e  Direct involvement in post-incident response protocols (SM1-
SM6).
Inclusion Criteria:

e  Experienced two or more violent incidents within the preceding
12 months.

e  Willingness to discuss psychological impacts in depth during
extended interviews.

e  Employment at high-risk facilities with documented histories of
frequent attacks.

e  Minimum 18 months tenure in current position to ensure
sufficient experiential foundation.
Exclusion Criteria:

e  Active involvement in legal proceedings related to workplace
violence incidents.

e Current receipt of psychiatric treatment for severe mental health
conditions.

e Inability to provide informed consent due to cognitive or
psychological impairment.

3.3 Data Collection Procedures

Data collection employed multiple qualitative methods to ensure
comprehensive exploration of participant experiences and facilitate
methodological triangulation. The researchers extensive experience in
conducting sensitive security investigations provided essential skills for
creating safe spaces where participants could share traumatic experiences
without fear of organisational repercussions. During my tenure managing
witness protection programs at Eskom, I developed expertise in trauma
informed interviewing techniques that proved invaluable for this research,
building upon methodological insights from my qualitative study on cable
theft prevention (Govender, 2017a) and my examination of disciplinary
problems among security officers in KwaZulu-Natal (Govender, 2017c).

3.4 In-Depth Individual Interviews

Individual interviews, ranging from 90 to 120 minutes, were
conducted with all 18 participants at secure locations proximate to their
work sites to minimise travel burden while ensuring confidentiality. The
researcher’s familiarity with SOE security protocols enabled him to identify
locations that participants would perceive as safe while maintaining
researcher-participant confidentiality (Sanjari et al., 2014). The interview
protocol employed a semi-structured format that allowed for both
systematic exploration of key topics and emergent theme development.
Drawing from methodological frameworks developed in the researcher’s
qualitative investigation of cable theft prevention (Govender, 2017a), the
researcher employed techniques such as cognitive interviewing and
timeline reconstruction to help participants recall traumatic incidents with
greater clarity while minimising re-traumatisation (Fisher & Geiselman,
1992). My understanding of security terminology and operational contexts
eliminated the need for extensive explanations, allowing participants to
focus on emotional and psychological aspects of their experiences rather
than technical descriptions (Unluer, 2012). The interview approach
integrated trauma-informed principles with security investigation
methodologies, drawing from the researchers previous published case
study examining disciplinary challenges among contracted security
officers in the KwaZulu-Natal North Coast region (Govender, 2017c). This
synthesis enabled deep exploration of sensitive experiences while
maintaining participant psychological safety, a balance the researcher had
refined through years of investigating workplace misconduct and violence
incidents documented in his research on human risk factors in physical
protection systems (Govender, 2020).

3.5 Focus Group Discussions

Three focus group sessions, each comprising four security officers,
were conducted to explore collective perspectives on systemic
vulnerabilities and potential solutions. The researchers experience
facilitating crisis debriefing sessions during my SOE tenure provided
essential group facilitation skills (Mitchell, 2003). The focus group
protocol incorporated elements from my case study research on
disciplinary problems among security officers (Govender, 2017c),
particularly regarding how collective experiences of workplace violence
shape organisational culture and informal support networks. Participants
frequently referenced the researchers professional background as
legitimising their narratives, noting that "someone who's been in the
trenches understands what we're talking about" (Focus Group
Participant, FG2-P3), a dynamic that Hellawell (2006) identifies as

enhancing disclosure authenticity in insider research. This credibility,
established through the researchers published work on cable theft
prevention and security officer management challenges (Govender, 2017a,
2017c¢), facilitated discussions of sensitive topics including organisational
failures and management accountability that external researchers might
struggle to access.

3.6 Document Analysis

Document analysis involved systematic review of organisational
materials to understand formal policies, procedures, and incident
reporting practices. The researcher’s security clearance and professional
relationships enabled access to sensitive documents that external
researchers would unlikely obtain, including classified threat assessments
and detailed incident reports (Humphrey, 2012). However, this privileged
access required careful ethical consideration regarding disclosure
boundaries and participant confidentiality protection. Having authored
several of these organisational protocols during my tenure as a Security
Manager, the researcher possessed intimate knowledge of the gap between
policy intent and operational reality. This insider perspective enabled
critical analysis of how formal procedures translated into practice,
revealing systemic implementation failures that contributed to officer
vulnerability. The researchers published research on cable theft prevention
at Eskom (Govender, 2017a) extensively examined these policy-practice
gaps, while my case study of disciplinary problems among security officers
(Govender, 2017¢) provided frameworks for understanding how
organisational failures manifest in operational contexts.

3.7 Data Analysis Procedures

Data analysis followed the systematic procedures of interpretive
phenomenological analysis, emphasizing both idiographic examination of
individual cases and nomothetic identification of shared patterns across
participants. My practitioner experience provided theoretical sensitivity to
organizational dynamics and security culture nuances, enhancing
analytical depth while requiring vigilant reflexive practice to distinguish
between empirical findings and professional assumptions (Strauss &
Corbin, 1998).

Following Braun and Clarke's (2006) six-phase approach, analysis
proceeded through systematic stages that leveraged the researcher’s
insider knowledge while maintaining methodological rigor:

1. Data Familiarisation: Multiple readings of interview transcripts
and field notes to develop analytical intimacy with the data.

2. Initial Code Generation: Line-by-line coding of transcripts to
identify meaningful units of analysis, informed by my published
research on security system vulnerabilities (Govender, 2020).

3. Theme Identification: Grouping related codes into potential
themes representing coherent patterns of meaning.

4. Theme Review: Iterative refinement of themes through constant
comparison and theoretical sensitivity.

5. Theme Definition: Clear articulation of theme boundaries and
internal coherence.

6. Report Production: Integration of analytical findings with
theoretical frameworks and practical implications.

3.8 Ethical Considerations

This research required careful navigation of complex ethical
considerations exacerbated by the researcher’s insider status within the
SOE security community. Having received the Eskom National Integrity
Award in 2017 for exposing corruption networks, the researcher possessed
a professional reputation that could potentially influence participant
responses. While this credibility facilitated access and disclosure, it also
created expectations for advocacy and intervention that required careful
boundary management (Breen, 2007).

3.9 Key Ethical Safeguards

e  Voluntary informed consent with explicit statements regarding
confidentiality and anonymity.

e  Participant anonymisation using alphanumeric codes.

e Secure data storage with encryption protocols exceeding
organizational security standards.

4. RESULTS

4.1 The Landscape of Workplace Violence

Study participants collectively described 87 violent incidents across
the three SOEs during the 2022-2023 research period. These incidents
demonstrated systematic patterns of escalating violence extending beyond
opportunistic crime to encompass sophisticated, militarised attacks
against critical infrastructure.

4.2 Nature and Frequency of Violence
The data revealed three distinct categories of violent encounters
experienced by security personnel:
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4.3 Nature and Frequency of Violence
Data analysis revealed three distinct categories of violent encounters
experienced by security personnel:

Armed Confrontations (n=32 incidents): Participants described
encounters with heavily armed criminal syndicates utilising military-grade
weapons including R4 rifles, AK-47 assault weapons, and explosive
devices. As ESO2 explained: "They came with war weapons, not just
handguns. These are people who know what they're doing. They had
night vision, body armour better equipped than us." This militarisation
represents a significant escalation from the predominantly opportunistic
crime patterns documented in previous research by the author on cable
theft prevention (Govender, 2017a, pp. 67-84).

Group Attacks by Multiple Assailants (n=23 incidents): Security
officers consistently encountered overwhelming numerical disadvantages,
with criminal groups typically comprising 8-15 members coordinating
sophisticated operations. TSO3 described: "Fifteen guys surrounded the
substation while we were only three on duty. They had lookouts, drivers,
people cutting cables, all synchronised like a military operation."

Repeat Victimisation (n=32 incidents affecting 9 officers): Nine
officers experienced three or more violent incidents annually, indicating
systematic targeting of specific individuals or facilities. DSO1 explained:
"They know our faces now. When they see me, they say 'there's that
security guy who fought back last time.' It's personal now."

Criminal Sophistication and Tactical Evolution
Participants described criminal tactics that demonstrated sophisticated
intelligence gathering and operational planning. Criminal syndicates
employed:
e  Electronic surveillance countermeasures: Signal jammers to
disable panic buttons and communication systems.

e  Counter-surveillance operations: Systematic observation of
security patrol patterns and shift changes.

e Intelligence networks: Local informants providing real-time
information about security presence and vulnerabilities.

e  Tactical coordination: Multi-team operations with designated
roles for lookouts, extraction teams, and assault units.

This tactical sophistication represents a significant evolution from
the opportunistic crime patterns documented in my previous research
(Govender, 2017a), suggesting that criminal organisations have adapted
their methods in response to enhanced security measures.

4.4 Psychological Impact and Trauma Responses

4.4.1 Universal Trauma Symptoms
All 12 frontline security officers exhibited symptoms consistent with
acute stress reactions:

e Sleep disturbances: 100% reported chronic insomnia,

nightmares, or sleep fragmentation.

e  Hypervigilance: 11 of 12 officers described constant alertness
and exaggerated startle responses.

e  Avoidance behaviours: 9 officers reported avoiding specific
areas or duties associated with traumatic incidents.

e Intrusive memories: 10 officers experienced flashbacks or
intrusive thoughts about violent encounters.
ESO4 articulated the pervasive nature of trauma: "I can't sleep properly
anymore. Every sound at night makes me think they're coming back. My
wife says I'm not the same person who left for work that morning."

4.4.2 PTSD Symptom Clusters

Detailed analysis of participant narratives revealed that 5 officers
(42% of frontline personnel) met DSM-5 criteria for PTSD through
symptom presentation:

Re-experiencing Symptoms:
®  Vivid, distressing recollections of violent incidents.
e  Nightmares incorporating elements of workplace violence.

e  Dissociative episodes during similar situations.
Avoidance and Numbing:

e  Deliberate avoidance of incident locations.
e  Emotional detachment from colleagues and family.

e  Diminished interest in previously enjoyable activities.
Negative Alterations in Cognition and Mood:

e  Persistent negative beliefs about personal safety.
e Distorted blame attributions regarding incident causation.

e  Persistent negative emotional states including fear, horror, and
helplessness.

Hyperarousal:
e  Hypervigilance extending beyond work contexts.
e  Exaggerated startle responses to normal stimuli.
®  Concentration difficulties affecting work performance.

TSO1 described the comprehensive impact: "It's not just at work
anymore. At home, I check the locks five times before bed. I can't focus on
my children's homework because I'm always listening for danger. This
job has stolen my peace."

4.4.3 Stigmatisation and Help-Seeking Barriers
Seven officers reported concealing PTSD symptoms due to fears of:

e Job security about fitness-for-duty
evaluations.

threats: Concerns

®  Peer stigmatisation: Cultural norms emphasising toughness and
resilience.

e  Management discrimination: Previous experiences of victims
being blamed for incidents.
SM2 acknowledged this organisational dynamic: "There's an unspoken
understanding that if you can't handle the violence, you're not cut out for
this work. Officers know that showing weakness can end their careers."

4.4.4 Organisational Response Deficits
Training Inadequacies

Participants identified fundamental gaps in violence preparation
and response training:

Absence of De-escalation Training: No participants reported
receiving formal de-escalation or conflict resolution training. ESO3
observed: "We drill for fires and equipment failures, but nobody teaches
us how to talk down an armed man or safely surrender equipment to save
lives."

Outdated Tactical Training: Current training protocols focused on
property protection rather than personal safety. TSO4 noted: "Our
training assumes criminals want to avoid confrontation. These
syndicates actively seek violence to intimidate us into submission."

Inadequate Psychological Preparation: No participants received
training in psychological resilience, stress inoculation, or trauma
recognition. DSO2 explained: "Nobody prepared us for what it feels like
to have a gun pointed at your head or watch colleagues get beaten
unconscious."

4.5 Resource and Equipment Deficits
4.5.1 Personal Protective Equipment:

e Bulletproof vests averaging 12 years old with expired ballistic
ratings.

e No helmets, tactical gear, or protection against blunt force
trauma.

e  Communication equipment frequently malfunctioning or
inadequate for facility coverage.

Staffing Inadequacies: Teams of 2-3 officers responsible for securing
facilities spanning 15-20 kilometres of perimeter. TSO2 described: "How
can two people effectively secure a 15-kilometer fence line against fifteen
armed attackers? We're set up to fail."

Technological Obsolescence: Security systems utilising technology
from the early 2000s, with criminal countermeasures frequently defeating
detection capabilities.

4.5.2 Post-Incident Support Failures

Delayed Response: Average 48-72-hour delays between incident
occurrence and formal debriefing sessions, well beyond the optimal
intervention window identified in trauma research.

Inadequate Psychological Support: No dedicated trauma
counsellors available at SOE facilities. Participants reported being referred
to general employee assistance programs with counsellors unfamiliar with
occupational violence trauma.

Administrative Burden: Extensive paperwork and investigative
procedures that re-traumatised victims while providing no therapeutic
benefit.

SM4 acknowledged systemic failures: "We know the current
response is inadequate, but we lack the resources and expertise to provide
appropriate support. Officers suffer in silence because we can't help them
properly."

4.6 Resilience and Protective Factors

Despite systemic failures, participants identified several protective

elements that enhanced their ability to cope with workplace violence:

4.6.1 Peer Support Networks
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Informal Buddy Systems: Officers developed spontaneous peer
monitoring relationships. ESO5 described: "We check on each other
constantly. If someone seems off after an incident, we make sure they're
not alone with their thoughts."

Shared Experience Validation: Colleagues who experienced similar
trauma provided unique understanding and emotional support that formal
counselling could not replicate.

Community Integration

Local Informant Networks: Positive relationships with community
members who provided early warning about planned attacks. TSO3 noted:
"The local spaza shop owner calls us when he sees suspicious vehicles in
the area. Community support makes a huge difference."

Civic Pride and Mission Ownership: Strong identification with
infrastructure protection mission. ESO4 articulated: "We're keeping the
lights on for millions of people. When I remember that, it helps me find
courage even when I'm terrified."

4.7 Personal Coping Mechanisms
Spiritual and Religious Practices: Faith-based coping mechanisms
provided meaning-making frameworks for traumatic experiences.

Physical Fitness and Training: Personal investment in physical
conditioning and self-defence skills enhanced confidence and perceived
self-efficacy.

4.8 The Three-Tier Response Framework

Based on empirical findings and theoretical analysis, this study
proposes a comprehensive three-tier intervention framework addressing
prevention, response, and recovery dimensions of workplace violence in
SOE contexts.

4.9 Tier 1: Primary Prevention (Threat Reduction)

Primary prevention focuses on reducing criminal opportunities and
enhancing environmental security through technological and procedural
interventions.

Advanced Surveillance Integration

Al-Powered Threat Detection:
intelligence systems capable of:

Implementation of artificial

e  Real-time behavioural analysis to identify suspicious activities.
e Automated threat assessment and early warning capabilities.

e  Integration with law enforcement databases for known offender
identification.

e  Predictive analytics to anticipate high-risk periods and
locations.
Multi-Sensor Perimeter Security:

e  Thermal imaging systems for 24-hour monitoring.
®  Seismic sensors to detect fence cutting or tunnelling.

®  Acoustic sensors programmed to identify specific threat
signatures.

e Drone surveillance capabilities for rapid response deployment.
Environmental Design Modifications
Defensible Space Creation:

® (Clear zones around critical infrastructure to eliminate

concealment opportunities.
e  Strategic lighting to maintain visibility during night operations.

e  Barrier systems designed to channel potential attackers through
monitored chokepoints.

e  Safe rooms or hardened positions where security personnel can
retreat during attacks.
Access Control Enhancement:

®  Biometric authentication systems for all facility access.

e  Vehicle barriers capable of stopping high-speed ram attacks.

e Multiple security zones requiring escalating authorisation levels.
[ ]

Emergency lockdown capabilities activated by panic buttons or
automated threat detection.

Intelligence and Information Sharing

Criminal Pattern Analysis:

e  Database integration across SOEs to identify criminal network
patterns.

e  Real-time intelligence sharing with law enforcement agencies.
e  Community liaison programs to develop local informant
networks.

e  Threat assessment protocols incorporating criminal history and
capability analysis.

Tier 2: Secondary Prevention (Coordinated Response)

Secondary prevention addresses active incident management through
standardised protocols and coordinated emergency response.
Standardised Response Protocols

Threat-Level Escalation Procedures:

®  Color-coded threat
protocols.

levels with corresponding response

Clear decision trees for equipment surrender versus resistance.

Communication protocols for notifying law enforcement and
management.

e  Evacuation procedures prioritizing personnel safety over asset
protection.
Armed Response Integration:

e  Contracted armed response partnerships with guaranteed
response times.

e  Direct communication links between security personnel and
armed response teams.

Pre-positioned response units during high-risk periods.

Joint training exercises between SOE security and armed
response personnel.

Real-Time Support Systems

Command and Control Centres:

e  (Centralised monitoring of all SOE facilities with direct
communication capabilities.

e  Real-time tactical guidance during active incidents.

e  Coordination with law enforcement and emergency medical
services.

e Documentation and analysis of incident patterns for continuous
improvement.
Mobile Crisis Response Units:

e  Rapid deployment teams for high-risk situations.

e  Psychological first aid capabilities for immediate trauma
response.

e  Technical expertise for crime scene preservation and evidence
collection.

e  Liaison capabilities with law enforcement and legal systems.
Tier 3: Tertiary Prevention (Recovery and Rehabilitation)
Tertiary prevention addresses post-incident recovery
comprehensive support systems and long-term monitoring.
Immediate Post-Incident Support
Critical Incident Stress Management:

through

®  On-scene psychological first aid within 2 hours of incident
conclusion.

e  Formal debriefing sessions within 24 hours utilising trained
facilitators.

Peer support team activation for ongoing emotional support.

Medical evaluation including assessment for traumatic brain
injury or other physical trauma.
Administrative Support:
e  Streamlined reporting procedures minimizing bureaucratic
burden.
® Legal assistance for or workers'
compensation claims.

criminal proceedings

Family notification and support services.

Temporary duty while
progresses.
Professional Trauma Treatment

Specialised Counselling Services:

reassignment options recovery

e  Trauma therapists with expertise in occupational violence.

e  Evidence-based treatment protocols including EMDR and
cognitive processing therapy.

®  Group therapy options for shared trauma experiences.

®  Family counselling to address secondary trauma effects.
Medical and Psychiatric Care:

o  Comprehensive medical evaluation following violent incidents.

e  Psychiatric assessment for PTSD, depression, and anxiety
disorders.

Pharmacological intervention when clinically indicated.
Ongoing monitoring for delayed-onset trauma responses.
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Long-Term Monitoring and Support
Return-to-Work Programs:

e  Graduated exposure protocols for personnel returning to duty.
e  Modified duty assignments during initial recovery phases.

®  Ongoing psychological monitoring and support.
[ ]

Career counselling and alternative placement options for those
unable to return to frontline duties.
Organizational Culture Development:

®  Leadership training on trauma recognition and response.

®  Peer support team development and maintenance.

e  Stigma reduction initiatives promoting help-seeking behaviours.
[ ]

Regular assessment of organisational climate regarding violence
prevention and trauma support.

5. DISCUSSION

5.1 Implementation Challenges and Solutions

The proposed three-tier framework addresses critical gaps identified
in current SOE security approaches, but implementation faces significant
challenges requiring systematic attention.

5.2 Resource Constraints

SOEs operate under severe budget limitations that historically
prioritise immediate operational needs over long-term security
investments. However, the economic analysis suggests that framework
implementation costs (estimated at R150 million annually across major
SOEs) represent less than 4% of current annual losses from security
incidents (R4.2 billion direct, R12.8 billion indirect). This cost-benefit
analysis provides compelling justification for executive leadership
investment. The researchers previous research on human risk factors in
physical protection systems (Govender, 2020) demonstrated that
technology-enabled security approaches reduce long-term operational
costs while enhancing effectiveness. The framework's emphasis on AlI-
powered surveillance and centralised monitoring can reduce personnel
requirements while improving coverage and response capabilities.

5.3 Organizational Culture Resistance

Traditional SOE security cultures emphasise stoicism and self-
reliance, creating resistance to trauma support initiatives. The researchers
previous case study research on disciplinary problems among security
officers (Govender, 2017c¢) revealed how organisational cultures can either
facilitate or impede behavioural change initiatives.

Successful implementation requires:
e  Executive leadership commitment and visible support.
e  Gradual culture change through peer champion programs.
e  Integration of trauma awareness into existing training protocols.
[ ]

Recognition and reward systems that value help-seeking and
peer support behaviours.

5.4 Inter-Agency Coordination

The framework's effectiveness depends on seamless coordination
between SOEs, law enforcement agencies, private security providers, and
mental health professionals. Current institutional arrangements lack the
formal protocols and information-sharing mechanisms necessary for
effective collaboration.

Implementation requires:
e Formal memoranda of understanding between participating
agencies.
e  Standardised
platforms.

communication protocols and technology

e  Joint training exercises and regular coordination meetings.

e  Performance metrics that incentivise collaborative rather than
competitive behaviours.

5.5 Theoretical Implications

This research contributes to criminological theory by demonstrating
how situational crime prevention and psychological resilience frameworks
can be integrated to address complex security challenges. The findings
suggest that effective violence prevention requires simultaneous attention
to environmental, organisational, and individual factors. The study
extends routine activities theory by illustrating how motivated offenders
adapt their tactics in response to guardian presence, requiring dynamic
rather than static prevention approaches. The researchers previous cable
theft prevention research (Govender, 2017a) documented similar adaptive
behaviours, where criminal syndicates modified their operational methods
to exploit emerging vulnerabilities in security systems. The integration of
trauma response theory with crime prevention frameworks represents a

novel contribution to criminological scholarship. Traditional approaches
treat crime prevention and victim support as separate domains, but this
research demonstrates their fundamental interconnection in occupational
violence contexts. Officers experiencing untreated trauma become fewer
effective guardians, creating vulnerabilities that criminal organisations
systematically exploit.

5.6 Policy Implications

Current South African legislation lacks specific provisions
addressing occupational violence against security personnel in critical
infrastructure contexts. The Occupational Health and Safety Act requires
amendment to mandate trauma support services and violence prevention
protocols for high-risk security positions.

Recommended legislative changes include:
e  Mandatory trauma counselling following violent incidents.

e  Standardised training requirements for security personnel
protecting critical infrastructure.

e  Corporate liability provisions for organizations failing to
implement adequate protection measures.

e  Whistleblower protections for security personnel reporting
safety violations.

The security industry must transition from low-cost, labour-
intensive models to technology-enabled, outcomes-focused approaches.
The researchers previous research on human risk factors in physical
protection systems (Govender, 2020) demonstrated that traditional guard-
based security models are inadequate for contemporary threat
environments.

Industry transformation requires:
e  Performance-based contracting emphasising safety outcomes
over cost minimisation.
e  Technology investment incentives through tax policies or
development finance.
certification

e  Professional standards and

requirements.

development

e  Industry-wide data sharing on threat patterns and effective
countermeasures.

State-owned enterprises require governance reforms that prioritise
security personnel welfare alongside operational efficiency. Current
governance frameworks emphasise short-term financial performance over
long-term security sustainability.

Essential reforms include:
e  Board-level security committees with independent expertise.

®  Regular security audits incorporating personnel welfare
assessments.

e Executive performance metrics including security officer safety
indicators.

e Investment approval processes that account for human capital
protection.

5.7 Limitations and Future Research

This study's phenomenological approach provided deep insights
into lived experiences but limited generalisability across different contexts
and populations. The sample, while information-rich, represents a specific
subset of SOE security personnel and may not reflect experiences in other
organisational settings or geographic regions.

5.8 Future research should investigate:
Quantitative Validation Studies

Large-scale surveys employing validated trauma assessment
instruments to establish prevalence rates and risk factors across broader
populations. Such studies could test hypotheses generated through this
phenomenological inquiry and provide statistical evidence for policy
development.

Intervention Effectiveness Research

Controlled trials evaluating specific components of the three-tier
framework to identify the most effective and cost-efficient interventions.
The researchers previous research methodology from cable theft
prevention studies (Govender, 2017a) could be adapted for intervention
assessment.

Comparative International Studies

Cross-national research examining workplace violence against
security personnel in different economic and social contexts. Such studies
could identify universal versus context-specific risk factors and
intervention strategies.

Longitudinal Impact Assessment
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Long-term follow-up studies tracking the psychological and career
outcomes of security personnel exposed to workplace violence, providing
evidence for the economic and human costs of inadequate intervention.

5.9 Practical Implementation Recommendations
Phase 1: Immediate Interventions (0-6 months)
Crisis Response Protocol Implementation:

e  Establish 24-hour trauma counselling hotlines.
e  Deploy mobile crisis response teams to major SOE facilities.
e  Implement standardised incident reporting procedures.
e Provide basic trauma awareness training for security
supervisors.
Technology Quick Wins:

e  Upgrade communication systems to ensure reliable emergency
contact capabilities.

e  Install panic buttons with GPS tracking for all frontline security

personnel.

e  Establish direct communication links with armed response
providers.

e Implement basic Al-powered surveillance at highest-risk
facilities.

Phase 2: System Development (6-18 months)
Comprehensive Training Programs:

e Develop and implement violence prevention and response
curricula.

e  Establish peer support networks with formal training and
support.

®  Create leadership development programs emphasising trauma-
informed management.

e  Implement psychological resilience building programs.

Technology Integration:

e Deploy advanced surveillance systems with Al-powered threat
detection.

e  Establish centralized command and control centres.

e  Integrate information sharing platforms across SOEs and law
enforcement.

e Implement biometric access control and advanced perimeter
security.
Phase 3: Optimisation and Expansion (18-36 months)
Cultural Transformation:
e Conduct organisational climate assessments and targeted
interventions.
e Implement comprehensive performance management systems
emphasising safety outcomes.
e  Establish formal recognition programs for violence prevention
and peer support.

e Develop career advancement pathways that value trauma
recovery and resilience.
Continuous Improvement:
e  Establish
evaluation.

research partnerships for ongoing program
e Implement data analytics capabilities for threat pattern
recognition.

e  Develop predictive models for violence risk assessment.

e (Create knowledge sharing platforms across SOEs and

international partners.

6. CONCLUSION

This phenomenological investigation reveals that workplace
violence against security officers in South African state-owned enterprises
represents a complex crisis requiring immediate, evidence-based
intervention. The 78% annual violence exposure rate and 34% PTSD
prevalence documented in this study underscore the urgent need for
systematic reform that prioritises human welfare alongside infrastructure
protection. The proposed three-tier response framework offers a
comprehensive approach integrating crime prevention theory with trauma
response best practices. By addressing prevention, response, and recovery
dimensions simultaneously, this framework could potentially reduce
violent incidents by up to 65% while enhancing officer psychological well-
being and operational effectiveness. Implementation success depends on
sustained commitment from SOE leadership, adequate resource
allocation, and coordinated effort across organisational boundaries. The

framework's estimated annual cost of R150 million represents a minor
investment compared to current annual losses exceeding R17 billion from
security incidents and their consequences.

This research contributes to criminological scholarship by
demonstrating how environmental crime prevention and individual
trauma response can be integrated to address complex occupational
violence challenges. The findings extend beyond South African contexts to
inform policy and practice in other developing economies facing similar
challenges with critical infrastructure protection. The researcher’s journey
from practitioner to researcher, informed by 28 years of frontline security
experience and established through published research on cable theft
prevention (Govender, 2017a), disciplinary challenges (Govender, 2017c),
and human risk factors in security systems (Govender, 2020), enabled this
investigation to bridge the gap between academic theory and operational
reality. The voices of security officers documented in this study demand
action from policymakers, organisational leaders, and security
professionals committed to protecting those who protect our critical
infrastructure. The human cost of workplace violence extends far beyond
individual trauma to encompass families, communities, and national
economic stability. By implementing evidence-based interventions that
treat security personnel as valuable human assets rather than expendable
resources, South African state-owned enterprises can transform their
security cultures while enhancing their operational resilience.

Future research must build upon these findings through
quantitative validation, intervention testing, and longitudinal outcome
assessment. However, the urgency of the current crisis demands
immediate action based on available evidence. Security officers cannot wait
for perfect research while experiencing daily violence and inadequate
support. The three-tier framework represents both a practical roadmap for
immediate implementation and a theoretical foundation for continued
scholarly inquiry. Its success will be measured not only in reduced violence
statistics but in the restored dignity, psychological well-being, and
professional effectiveness of the security officers who dedicate their careers
to protecting South Africa's critical infrastructure.
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